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What challenges does the EU’s liberal vision for the 
international order face? How and why are the EU’s security, 
economic, and democratic models in crisis? And what will be 
the likely impact of the new US administration on the EU? 

Over the past decade, the contestation of the liberal international order has 

increased, challenging the EU’s vision for the world. Today, these pressures 

are coming to a head, culminating in a triple crisis for the EU: Russia’s war 

against Ukraine has destroyed Europe’s cooperative security architecture; 

the increasing weaponization of economic interdependencies is threatening 

the EU’s economic model; and the European model of liberal democracy 

faces unprecedented internal and external contestation. Donald Trump’s 

re-election could intensify these crises and revive the debate about whether the 

EU needs to become, in the words of the French President Emmanuel Macron, 

a “third pole” with greater autonomy.1

Into the Headwinds: A Liberal Power in a Post-Liberal World
The EU embodies the post–Cold War zeitgeist of the liberal international order.2 

Though not always consistently, it has sought to promote liberal values abroad.3 

The EU’s large single market and its regulatory propensity have allowed it to 

externalize its norms to shape global rules – the so-called “Brussels Effect.”4 

Through its enlargement policy, the EU has drawn candidate countries into its 

orbit by requiring them to adopt its vast body of laws. The EU has also been a 

strong supporter of the multilateral institutions that underpin the liberal 

international order. It has played a major role in the creation of the International 

Criminal Court and is a long-standing supporter of the UN, the WTO, and 

environmental agreements.5 Its member states and institutions together are 

the largest financial contributor to the UN system, with a total share of around 

33 percent, and the leading donor of official development assistance, accounting 

for 42 percent.6 The EU has thus been a central driver and beneficiary of 

the transformation of the pre-1990 order into the post–Cold War order of 

“postnational liberalism,”7 in which international institutions and rules 

curtail national sovereignty in pursuit of liberal values.
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However, the EU’s vision for the international order has been facing headwinds 

for some time. Recent power shifts have emboldened revisionist countries, such 

as Russia and China, which are seeking greater benefits from and influence over 

the order.8 Meanwhile, the US has become increasingly dissatisfied with the 

order it once helped build, as its influence has been waning.9 This discontent 

with the liberal order has translated into increasing international gridlock, 

with many international institutions unable to address pressing global 

challenges. Moreover, the rise of nationalist populism in many Western 

societies has created a backlash against economic and cultural globalization, 

fueling protectionism across the globe that challenges the EU’s free trade 

model.10 At the same time, the EU’s capacity to address these challenges 

has been shrinking, exacerbated by the UK’s withdrawal from the EU, 

with its power resources in relative decline (Figure 4.1). More recently, 

these headwinds have become a perfect storm for the EU, putting three 

key elements of its liberal vision in jeopardy.

Eye of the Storm: Shattered Security Architecture
Russia’s war against Ukraine has destroyed Europe’s cooperative security 

architecture, testing “the norm against territorial conquest […] in the most 

threatening and vivid way since the end of World War II.”11 Europeans have 

responded to Russia’s invasion of Ukraine by delivering weapons and 

significantly increasing defense spending. The number of European states 

that are both in the EU and NATO and meet NATO’s two-percent target for 

defense spending has risen from four in 2021 to an estimated 16 in 2024.12 Yet 

these increases remain insufficient, given Ukraine’s needs and warnings 

that Russia could expand its war effort into NATO territory within five to 

Europe

The EU’s share of key indicators, 2005–2023, percent of global total 
Figure 4.1

Data: Eurostat; SIPRI; IMF; UN. Illustration: Munich Security Conference
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eight years.13 Putin’s regime is already issuing nuclear threats and launching 

aggressive hybrid attacks on European countries, including election 

interference, as recently seen in Moldova, Georgia, and Romania. A Russian 

victory over Ukraine would embolden Moscow to intensify these attacks and 

pursue its imperial ambitions across the post-Soviet space.

Compounding the crisis, the new US administration has signaled a potential 

reduction in security assistance to the continent, forcing Europe to assume a 

greater share of the burden of deterring Russia and supporting Ukraine. During 

the presidential campaign, Trump repeatedly suggested reducing aid to Ukraine 

and claimed he could end the war within 24 hours, raising concerns that Kyiv 

might be pressured into negotiating from a position of weakness.15 In January, 

however, he said that he hoped the war would be over “long before six months.”16 

Furthermore, he has made continued US membership in NATO contingent on 

European nations paying their “fair share,” going as far as to demand they spend 

five percent of GDP on defense.17 EU member states thus face a triple challenge. 

First, they have to raise defense spending amid fiscal constraints and increasing 

domestic backlash. Second, they must overcome the perennial fragmentation of 

their defense industrial base and significantly deepen cooperation both among 

themselves and with non-EU European Allies, notably Norway and the UK.18 

Third, they should concretize the promised “ironclad security guarantees” for 

Ukraine established in the recent joint declaration by multiple European foreign 

ministers,19 either by charting a realistic path toward NATO membership or 

through robust bilateral arrangements.

Economic Thunder: Securitized Interdependence
The global geoeconomic turn threatens to undermine the EU’s traditional 

economic model. The EU has been the exemplar of the post–Cold War era of 

hyperglobalization. As one of the world’s most open economies and the actor 

with the largest number of trade agreements, the EU has long promoted the 

WTO (Figure 4.2). In December 2024, after 25 years of negotiations, the EU 

signed a deal with the South American Mercosur bloc, potentially establishing 

the world’s largest trade zone, which would be an important step in the EU’s 

quest to diversify its trade relations. Yet final ratification is still pending and 

some key member states remain opposed to the deal. Overall, the EU’s role 

as a champion of free trade and benign economic interdependence is 

increasingly out of step with the growing securitization of economic relations. 

The pandemic, rising geopolitical tensions between the US and China, 

Beijing’s increasing economic coercion, and Russia’s war on Ukraine have led 

key international actors to prioritize national security over considerations of 

economic efficiency.21 As a result, the WTO is paralyzed and the specter of a 

“A safe Ukraine means  
a safer Poland, Sweden, 
Norway, Europe, and  
the whole West. […] If 
Ukraine loses, we all 
lose.”14

Donald Tusk, Polish Prime 
Minister, Nordic-Baltic 
Summit, November 28, 2024

“If we don’t spend more 
together now to prevent 
war, we will pay a much, 
much, much higher price 
later to fight it.”20

Mark Rutte, NATO Secretary 
General, Carnegie Europe, 
December 12, 2024
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“policy-led geoeconomic fragmentation” of the world economy into competing 

blocs looms large.22 These trends are unfolding while the EU is suffering from 

internal economic woes and sluggish growth. Recent reports identify several 

causes, including an aging workforce, low productivity growth due to 

weaknesses in the tech sector, insufficiently integrated capital markets, 

and inadequate levels of investment.23

Following Trump’s electoral victory, pressures on the EU’s economic model 

could escalate. If implemented, Trump’s plans to impose both universal tariffs 

of ten percent and unilateral tariffs of 60 percent on Chinese goods could lead to 

trade wars with significant repercussions for European economies. As the US 

is the EU’s top trade partner, a trade war between them would not only cause 

considerable welfare losses;24 the US tariffs against China would also divert 

Chinese goods to the European market, thus intensifying existing tensions 

over Beijing’s market-distorting practices of flooding the European market with 

cheap, heavily subsidized exports.25 Economists therefore warn of a “second 

China shock” that could destroy “Europe’s core industries.”26 In a worst-case 

Europe
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scenario, these trade wars could lead to the breakdown of the WTO, with welfare 

losses for the EU far exceeding those arising from bilateral trade disputes.27 

Amid these challenges, it is imperative that the EU diversifies its trade relations 

and forges new partnerships with countries of the so-called Global South, 

though the difficulties in concluding the trade agreement with Mercosur serve 

as a stark reminder that the EU will, at times, have to make painful concessions.28

Illiberal Winds: Shaking Democratic Foundations
The European model of liberal democracy is facing unprecedented internal 

contestation, exacerbated by external pressures and interference. Political 

extremes – especially the far right – have been gaining traction since the early 

2000s, a trend underscored by the 2024 European Parliament elections.29 

This trend is also taking hold in the European Council and Council, where –  

at the time of writing – seven governments include far-right parties (Figure 4.3). 

Austria, where the far-right Freedom Party was tasked with forming a 

government for the first time in January, could soon join this group. 

Fragmentation and polarization have also weakened France and Germany, the 

EU’s two traditional policy drivers. After a crushing defeat in the European 

Parliament elections, with the far-right National Rally coming in first, French 

President Emmanuel Macron called a snap election, that resulted in a hung 

parliament and a center-right minority government led by Michel Barnier. 

This government was ousted just three months later by a no-confidence vote, 

leaving complex budget negotiations to the next minority government under 

Seat distribution in the European Parliament and European Council,
2004–2024, percent

Figure 4.3

Data: European Parliament; various sources. Illustration: Munich Security Conference 
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“For a very long time,  
we took [democracy]  
for granted […]. But 
today our democracies 
are under threat.”32

Ursula von der Leyen, 
European Commission 
President, European 
Parliament Plenary,  
July 18, 2024
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François Bayrou. Meanwhile, Germany’s coalition government collapsed in 

November after months of infighting over the budget, triggering a snap election 

in February 2025, ahead of which the far right is rising in the polls and a new 

far-left party could enter the Bundestag.30 Polarization is also contributing to 

trends of democratic backsliding and rule of law violations in several EU 

member states, challenging the EU’s credibility as a promoter of democracy 

and universal values abroad.31

Divisions between and within member states are further complicating joint 

decision-making, often resulting in lowest-common-denominator compromises. 

Unlike trade policy, where qualified majority voting applies, foreign and 

security policy decisions require unanimity. Hungary’s months-long blockade 

of funds to partially reimburse weapon deliveries to Ukraine is a case in point.33 

Looking ahead, these divisions could stifle ambitions to create major new 

funding instruments aimed at arresting the EU’s economic and military 

decline. Compounding the challenge, the new US administration could 

exacerbate internal divisions. Analysts anticipate that the second Trump 

presidency will embolden illiberal and populist movements in Europe, 

normalizing and amplifying their rhetoric and policy positions.34 President 

Trump’s preference for bilateral and transactional diplomacy could also prevent 

a unified stance toward the US, as European states vie for preferential reations.35

Europe’s Choice: Brace or Be Blown Away
Europe is facing the most challenging geopolitical situation since the end of 

the Cold War. Russia’s raging war threatens to destroy both Ukraine and the 

European security order, while geoeconomic tensions and structural economic 

weaknesses are jeopardizing Europe’s prosperity. Meanwhile, internal 

polarization is undermining the EU’s credibility and capacity to act. These 

pressures are set to intensify with the new US administration, which may 

reduce its security commitment to Europe, launch trade wars, and embolden 

populist movements that deepen Europe’s internal divisions. The EU and its 

member states have responded by increasing defense spending and devising 

economic security strategies. Yet this will not suffice to protect the pillars of 

the liberal order, especially as the US grows increasingly unwilling to shoulder 

an unequal burden.36 The extent to which the Trump administration follows 

through on its announcements will determine whether the EU must recalibrate 

its relationship with the US or go as far as to emancipate itself from Washington 

to become a more autonomous pole. Either way, to arrest its decline and 

reclaim influence, the EU must reinvent itself. This is a herculean task, but 

if the EU is really made in crisis, this is the time to prove it.

“Our Europe is mortal […]. 
It can die, and it all 
depends on our choices. 
These choices have to  
be made now.”57 

Emmanuel Macron,  
French President,  
Sorbonne University,  
April 25, 2024
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Key Points

The EU’s liberal vision for the international order has been 
facing headwinds for some time, and these winds have 
now turned into a perfect storm.

Russia’s war against Ukraine has destroyed the cooperative 
security architecture in Europe and undermined the global 
norm against territorial conquest. 

The increasing securitization of economic interdependencies 
around the world is undermining the EU’s free trade agenda 
and risks aggravating Europe’s structural economic 
weaknesses.

Rising illiberalism and growing polarization are undermining 
the EU’s capacity to act and credibility as a promoter of 
liberal values abroad.

The new US administration could dramatically intensify 
these crises by reducing its security commitment to Europe, 
launching trade wars, and deepening internal divisions.
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